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* Provide a comprehensive framework for the
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IT Governance.

Enterprise Governance, IT Governance, Cobit.
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IT Governance.
IT Governance by the IT Governance Institute.
WWW.itQi.org

 IT governance is the responsibility of executives
and the board of directors, and consists of the
leadership, organisational structures and
processes that ensure that the enterprise’s IT
sustains and extends the organisation’s strategies
and objectives.

Business

which responds HBI'.]lliI'EI'I'IBI]tS drive the
to investrents in
Enterprise /
P CoaiT IT Resources
Information

that are
used by

RESOURCE
MANAGEMENT

to deliver
IT Processes
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The foundations of my COBIT feedback.

COBIT= Enterprise Sector Background Approach My position
Common Arcelor Industry International merging | Bottom Up. Group IT Governance
language of IT. (Paris) of 3 equals partners. | Network of 50 top IT | Officer.

managers.
IT Governance SMABTP Insurance Solvency 2. Initiated and driven External Consultant.
framework. (Paris) Commissaires aux by the CIO.
comptes
IT Governance Mairie de Local Specification and Initiated by the CIO. External Consultant.
framework. Rueil- Government. | planning of IT
Malmaison Governance.
Risk Usinor Industry Identify and manage Top Down. Responsible of Group
framework. (Paris) risks. Information
Management.
Risk Magotteaux Industry Shareholder change. Initiated by C_EO and [ Transition Management
framework. (Liege) Risk identification. reported to him. of the IS.
Framework of La Citadelle Healthcare Reorganize roles in Initiated by General CIO, transition
roles and (Liege) relati_on to IS. Manager. management.
responsibilities (Business and IT)
Framework of a ISACA/ITGI www.isaca.org/cgeit Grandfathering CGEIT®
professionnal gT provision. (Certified in the
certification. overnance Governance of
Institute) Enterprise IT®)
Governance HEC et Ecole Education Masteres (Spécialisé Animation of workshops.
tool of the IS. des Mines & Executive)
(Paris). « Management des JEAN-PIERRE DELVAUX
Systemes -
d'Information et des INGENIEUR-CONSEIL
TeChnO|OgieS ». PLANIFICATION STRATEGIQUE ET MANAGEMENT

DU SYSTEME O'INFORMATION
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Provide a comprehensive framework for the governanc e of IS
« Doing Right Things »

Define a
strategic
IT plan

PLAN AND ORGANISE

ACQUIRE AND IMPLEMENT

Determine
technological
direction

Define the
information
architecture

Install and

Acquire Acquire and Enable '
accredit

and maintain maintain Procure
application technology IT resources

Identify

automated Manage

operation

changes solutions

Define the IT
processes,
organisation
and
relationships

and use

solutions

software infrastructure

and changes

Communicate

Manage the management
IT investment aims and
direction

Manage IT Assess
Manage
human Lalit and manage
resources quality IT risks
Manage I '
projects ‘

Doing Things Right Doing Right Things [

GOVERNANCE, CONTROL Efficiency Effectiveness 3
arred AUDIT for INFORMATION —Q

amd RELATED TECHNOLOGY

MONITOR AND EVALUATE DELIVER AND SUPPORT
. Monitor and Define and Manage Manage Ensure Ensure Identify Educate
Monitor and hird f - d all d trai
evaluate IT evaluate manage third-party performance continuous systems and allocate and train
internal service levels services and capacity service security costs users
performance
control
Ensure Manage Manage the
compliance Provide anag Manage the Manage Manage 9! Manage
. service desk ) ) physical )
with external IT governance S configuration problems data . operations
. and incidents environment
requirements
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Provide a comprehensive framework for the governanc e of IS
COBIT is the standard that specifies the framework.

PLAN AND ORGANISE ACQUIRE AND IMPLEMENT

Define a Define the Determine
strategic information technological Identify Acquire Acquire and Enable Install and
IT plan architecture direction and maintain maintain . Procure Manage accredit
automated L operation .
- application technology IT resources changes solutions
solutions and use

software infrastructure

and changes

Define the IT .
Communicate
processes,
o Manage the management
organisation - .
IT investment aims and

and

relationships direction

« COBIT is the framework of the governance of the IS of the Enterprise.
» “COBIT is what remains when all the IS has been out  sourced”
» Completeness: COBIT covers whole the IS of the Comp  any.

* COBIT defines the “WHAT” and not the “HOW”.

Assess
and manage

Manage IT

human Manage

quality

resources IT risks * What is the “WHAT"?

» The 34 processes of the IS.

» The metrics leading to the BSC of the IS.
Manage » The maturity model for the processes.
projects * Control objectives to reach.

* Roles and responsibilities of stakeholders.
» Generic inputs and outputs.

MONITOR AND EVALUATE

DELIVER AND SUPPORT

Monitor and Monitor and Define and Manage Manage Ensure Ensure Identify Educate
evaluate IT evaluate manage third-party performance continuous systems and allocate and train

internal service levels services and capacity service security costs users
performance control

Ensure
compliance

with external
requirements

Manage
service desk
and incidents

Manage the

Provide
IT governance

Manage the Manage

configuration

Manage Manage
problems data

physical

. operations
environment
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Feed practices into the framework.
« Doing Things Right ».

Define a
strategic
IT plan

PLAN AND ORGANISE

Define the
information
architecture

Determine
technological . Install and
direction Identify accredit
automated

solutions

Define the IT
processes,
organisation
and
relationships

Manage the
IT investment

solutions

and changes

Communicate
management
aims and
direction

Manage IT

Manage

Assess

human Lalit and manage
resources quality IT risks
Manage

projects

Monitor and
evaluate IT
performance

MONITOR AND EVALUATE

Monitor and
evaluate
internal
control

Define and
manage

Educate
and train
en o

Ensure
compliance

with external
requirements

Provide
IT governance

Here | am speaking prose for over forty years without ever
realising it! | am very grateful to you for teaching me that!

(The Bourgeois Nobelman by Moliere)
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Feed practices into the framework.
Reuse internal practices.

PLAN AND ORGANISE ACQUIRE AND IMPLEMENT

Determine
technological
direction

Define the
information
architecture

Define a
strategic
IT plan

Install and
Manage accredit

Acquire Acquire and

o L Enable
and maintain maintain

operation
and use

Identify
automated
solutions

Procure

application technology IT resources

software infrastructure

changes solutions
and changes

Define the IT .
Communicate

processes,
o Manage the management
gl |/ mvestment § | aims and - Specify the HOW for each COBIT process
an direction p p .

relationships

* First thing to do: identify existing practices in p resent organization
and map it with COBIT processes.

Manage IT Assess

Manage

human Lalit and manage

resources quality IT risks . . . . .
» Assess how those existing practices reach or not th e objectives
of the COBIT processes.

Manage R 2 5

projects * Fix the strategy for each process. Either:

» Keep the existing practices if they are considered good.

* Improve existing practices.

» Do nothing.

* Replace present internal practice by a best practic e of the market.

MONITOR AND EVALUATE

DELIVER AND SUPPORT

Monitor and Monitor and Define and Manage Manage Ensure Ensure Identify Educate
evaluate IT evaluate manage third-party performance continuous systems and allocate and train

internal service levels services and capacity service security costs users
performance control

Ensure
compliance

with external
requirements

Manage
service desk
and incidents

Manage the

Provide
IT governance

Manage Manage
problems data

Manage the Manage

configuration

physical

. operations
environment
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Feed practices into the framework.
Standards, frameworks, ...

PLAN AND ORGANISE

Define a
strategic
IT plan

Define the
information
architecture

Determine
technological
direction

Define the IT
processes,
organisation
and
relationships

Manage the
IT investment

Communicate
management
aims and
direction

Manage IT

Manage

Assess

human Lalit and manage
resources quaiity IT risks
Manage

projects

MONITOR AND EVALUATE

Monitor and
evaluate IT
performance

Monitor and
evaluate
internal
control

Ensure
compliance

with external
requirements

Provide
IT governance

SAVE XX. Maison Grand Place, Brusse

ACQUIRE AND IMPLEMENT

Install and
accredit
solutions
and changes

Acquire
and maintain

Acquire and
maintain

technology

infrastructure

Enable
operation
and use

Identify
automated
solutions

Procure
IT resources

Manage

application
software

changes

* The IS and its governance are moving from craft era to in dustrial era.

* A lot of standards.
» That are moving quickly.
* That are overlapping and leaving gaps.
 That have different levels of granularity.

* Theoretical Detailled mappings:
* Between COBIT and a lot of standards, published by IT  GI.
* Between lot of standards and lots of standards,
published by a lot of organizations.
* Hundreds of pages...
» Do not confuse with cartography of best practices r
for your enterprise IS.

elevant

DELIVER AND SUPPORT

Define and Manage Manage Ensure Ensure Identify Educate
manage third-party performance continuous systems and allocate and train
service levels services and capacity service security costs users

Manage the

Manage
service desk
and incidents

Manage the Manage

configuration

Manage

Manage
problems data

physical

. operations
environment
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Feed practices into the framework.
Adopt the most widely used standards on the market if they are useful for your IS.

PLAN AND ORGANISE ACQUIRE AND IMPLEMENT

Nofino tho

T

CMMI. © 2009 by Carnegie Mellon University

Pu
(Including Defense)

o

Fabricated Metal Products
o,

Primary Metal Industries
0.3%

Business Senvices & Industrial Machinery And (¥3) Gestlon d
34.6% Equipment Gestion des capacités
Manufacturing 0.8% (v3) Ge: de la sécurit
Electronic & Other Electric Gestion de la |
Equipment Reporting
10.3% Gestion de la continuité i

(v3) Gestion du catalogue

Instruments And Related
Products Gestion des niveaux de service

1.0% Gestion des opérati

Gestion des actifs et des...

Transportation Equipmant Gestion des MEP et des...
2.9%

Gestion des

. Gestion des problemes
Other Manufacturing Gestion des incidents

Health Senices Industries v S S—— s
o, ox 0% 205 20% 0% sox oo 0% s0% 0% 100%

Engineering & Management.
Senvices
24.2%

Enquéte 2009 - adoption d'ITIL

Other ServiceL/
9.8%

All standards have not the same:
» Targeted audience.

» Enterprise IS

» Service organizations Educate

and train

» Software intensive development organizations users

MONITOR AND E

Monitor and
evaluate IT

performance
°

1 Entry.io.oint (Size of the enterprise).
* Level of diffusion.

Ensure
compliance
with external
requirements

s] All parts of the standards have not the same level of adoption.




Feed practices into the framework.
Adopt the most widely used standards on the market if they are useful for your IS.

PLAN AND ORGANISE

ACQUIRE AND IMPLEMENT

Acquire and
a L Enable
maintain . Procure
operation
technology IT resources
. and use
infrastructure

Standards, bonnes pratiques, ...

Nomenclature
Emploi Métier
CIGREF

DELIVER AND SUPPORT

Manage
third-party
services
Manage the
physical
environment
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Define a
strategic
IT plan

Define the IT
processes,
organisation
and
relationships

Communicate
Manage the management

IT investment aims and
direction

Manage IT
human
resources

eSCM-CL

MONITOR AND EVALUATE

Provide
IT governance

Manage
operations
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Make coherence between BSC and IT Governance.

Tableau de Bord
Equilibré (TdBE) de
I'Entreprise

Financier

Client

Processus

Apprentissagd

12
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eillance

Stratégigue
Informatique

Financier

Client

Processusj

IAppr'en‘tissagEI

TdBE des
Développement
Informatiques

Financie

Client

TdBE de
I'Exploitation

Financier

Client

Pr'ucessus'

ruﬂﬂfeni_iﬂﬂﬁ*

Informatique .
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The Road Map to IT Governance.
The road map and the components of COBIT.

Board Briefing on - [ VallT

—

IT Governance

/

Identify Ne d

COBIT
Processes /

—

RiskIT

—

/

Objectives of the
processes

Raise awareness and obfain Deflne Deflne Define resources
management commitment. SCope. risks. and deliverables.

Plan

programme.

Business Envision Solution —_— \_

Objectives x DCO Portfolio

IT Objectives Assess actual Define target for Analyse gaps and Management
performance. improvement. identify improvements.

Maturity —/ Plan Solution
Model of the

Processes Define Develop

projects. improvement plan.
,— BSC
Feed the Implement Solution
Framework
. . . . . . Implement the Monitor implementation Review programme
Doing Things Right Doing Right Things improvements. performance. effectiveness.
Feed practices into Provide a
the framework. comprehensive - X -
framework for the Operationalise Solution
governance of IS
: Identify new
Project Mode Process Mode R ah qovernance requirements.
RACI
Efficiency Effectiveness
IT Governance Implementation Guide: Using COBIT® and  Val IT TM, ITGI

Building Sustainability
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Two possible strategies.

Strateqy

Targeted Excellence

Global Improvement

COBIT processes

Chosen according to the
objectives and context of the
business and available energy
for COBIT.

All others COBIT processes.

COBIT is...

The framework for the
Governance of the IS.

A common language for the
stakeholders of the IS.

Target of Maturity

Level 4 : Managed and
Measurable.

(Level 5: Optimised for ME)

Level 3 : Defined.

Approach

Organized.

"Participatory".

Responsibilities

Process Owners and typology
of responsibilities.

Process Champions.

Metrics KGl, KPI -
Financing Specific -
Approach Top-Down. Bottom-Up.

Planification Road Map -

Progress rate

Max 1 maturity level / year

Max 1/2 maturity level / year
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Organize your IT Governance

Board

Board of
Directors

IT Strategy
Committee

Executive
CEO

Business :
Executives ',
RESOURCE

IT Governance —] clO MANAGEMENT

Officer??
Support
Committees

IT Steering
Committee

Technology " .
Council . |

IT Architecture
Review Board

Process Champion
« Global Improvement »

Functions
A
& $
&/ /5/e /&) /xe
g S/s/s5/8/8/ /5
& &/5/E/5/S $S
g s/ &/ E/$/S/ )88
€/ JE/8/5/5/5/)s &
it $/8/8/8/8/S/8/E/E/ SIS
Activities & §/5/)8/L/S/¥/ T SE
Link business goals to IT goals. C I [A/R| R C
Identify critical dependencies and current performance. C C R [AR| C C C C C C
RACI —ril [T sirategic plan. AlC RITjcjecjcjc]l]c
Chart Build IT tactical plans. c |1 Alc|c|c]|c]|cCc|R]I
Analyse programme portfolios and manage project and service portfolios. C | | A R R C R C C |
A RACI chart identifies who is Responsible, Accountable, Consulted and/ or Informed.
. Jean-Pierre Delvaux, CGEIT. 16
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Install a Steering, Monitoring and Evaluation Syste  m.

. ®

Collectivité:
Démo

Connecté:
jpdelvaux

Accueil

Mes parametres

Aide
Todo

Administration
Parametres courants
Livrables

Livrables dépendances
Perspectives obj. métier
Objectifs métier
Objectifs IT

Liens obj. biz - obj. IT
Liens obj. IT - processus
Contréles de processus

Attrib. groupe fgp
Attrib. groupe f§p
Gérer les BSC
Axes des BSC
Composition dgs BSC

Statistiques
Ecarts pond. mpturité
Balanced scorefar,
Tableau

BSC
Métriques

&

RACI.

-Cobit Functions
-ldentification of
stakeholders
-Tasks tracking

PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 All AI2 AI3 AI4 AIS AI6 A7 DS1 DS2 DS3 DS4 DS5 DS6 DS7 DS8 DS9 DS10 DS11 DS12 DS13 SE1 SE2 SE3 SEA™—mm0momomm

PO1 Définir un plan informatique stratégique

PO2 Définir I'architecture de I'information

PO3 Déterminer |'orientation technologique

PO4 Définir les processus, I'organisation et les relations de travail

PO5 Gérer les investissements informatiques

POG6 Faire connaitre les buts et orientations du management

Gérer les ressources humaines de I'informatique

PO Gérer la qualité

PO9\Evaluer et gérer les risques

Gérer les projets

ouver des solutions informatiques
quérir des applications et en assurer la maintenance

iliter le fonctionnement et I'utilisation
cquérir des ressources informatiques

uérir une infrastructure technique et en assurer la maintenance

Propriétaire

jpdelvaux
demonstration
jpdelvaux
demonstration
jpdelvaux
jpdelvaux
jpdelvaux
demonstration
demonstration

demonstration

v mstaleret| Processes

-Control Objectives (CO Cobit)
s3 cerer la pd -Process Controls (PC Cobit)
bs4 Assurerunl - _Definition and tracking of
psshssurer 2 | implementation plan

S7 Instruire & former les utilisateurs

érer la config

Maturités
Actuelle Cible Sortie (1) Entrée (2)

-

-
-~
-
-
-
-
-
-
-

1

1

o o o o K |w

(=}

OClooOoooooiooolell il ol o

DS10 Gérer les proble
DS11 Gérer les données

Cobit links between:

DS13 G -Views BSC
u formancel -Business Objectives
SE2 Su BSC réle inter |T Ob t ]
sezsal -4 Views ux obligl ~ Jectives
SE4 Me: -Values hance de -Processes
-Graphic o
(1) " sTtous les Nvrables ne sont pas produits; ~ sinon

-

(3) o pas de mesure existant; - si mesure ancienne;

si mesure fraiche

[=]

Vo oloololololpololmoIlIolo

3

W W W o [ ]

W

oo lololololololole o

Livrables

Activité Mesures Trend
(3) (4)
@ - -
o =] - @
o @ @ @
o @ - -
o (=] - 1;9
o @ @ @
@ @ @
S @ @ @
@ @ @
@ @ =]
L

Metrics.
-Definition (Cobit)
-Recording of values
-Tracking of updates
-Graphics

Inputs. Outputs.
-Definition (Cobit)
-Knowledge base
-Tracking of updates
-Tracking of readings

Maturity
-Present
-Target

Auteur: Marc-Noél Fauvel, DSI Rueil-Malmaison
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Benchmark your IT Governance.
IT Governance Global Status Report—2008, ITGI

Figure 1—Size and Geographic Reach of the Sample

2005 2007

a7 16

180 D Africa

W asia

|| Europe

[ North America
M oceania

M South America

265 40

143

129

Figure 2—Industry Spread
2005 2007
5§ [ ITAelecom
[l Financial services
B Manufacturing
[ Retail
B Public sector
B Other

Figure 3—Size of Respondent’s Organisation

22
140
[ Fewer than 100 employees
B 101-500 employees
364
121 B 501-1,000 employees
[ More than 1,000 employees
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Benchmark your IT Governance.

IT Governance Global Status Report—2008, ITGI

40%
35%
30%
25%
20%
15%
10%

5%

0%

Figure 20—IT Governance Maturity Level

Integration of Maturity Levels

36%

30%

S = N W e o

10% 11%

1%

Non-existent

Initial/
ad hoc

Intuitive/
repeatable

Defined
process

2.67*

2.04

Managed Optimised

2007

[]2003

B 2007
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Benchmark your IT Governance.
IT Governance Global Status Report—2008, ITGI

Figure 6—Key Champion/Sponsor for IT Governance (749 Respondents)

clo 40%
CEO
CFO
IT manager Il 2007
COO (chief operations officer) l 2005

Nobody
Compliance/audit

Board/committee

0% 10% 20% 30% 40% 50%
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Benchmark your IT Governance.
IT Governance Global Status Report—2008, ITGI

Figure 47—Use of Portions of CosIT, With CoBIT Respondents

Providing IT audit and assurance [ 13% [ 0

IT governance framework 1%

IT process improvement [ 10% [T7

IT security and continuity I 2%
Measuring IT performance 7%

Defining internal controls 1%

Average 4%

0% 20% 40% 60% 80% 100%

O You apply it to the letter.

W [t is your main source of guidance or reference.
W [t is one of your sources or references.

@ It slightly influences what you do.

m You do not use it at all.
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Benchmark your IT Governance.

An Executive View of IT Governance — 2009, ITGI
IT’s Contribution to Innovation, Efficiency and Effe ctiveness

50%

50%
45%
40%
35%
30%
25%
20%
15%
10%

5%

0% -

45%

37% 37%

Innovation Efficiency Effectiveness

B Notimportant atall [ Not very important Il Neither Il Somewhat important [ Very important

-Top NON IT Executives Size of enterprises: Sﬁ(:;rl OLZﬁ‘tli\:%anufacturin
-250 Interviews - Half from small firms (defined as having 100-500 employees) Y . . 9

) e . ! - 14 percent in professional services
-Asia-Pacific, Europe, North America - Half from large firms (more than 500 employees) L . .

: . -The remaining split approximately equally
and South America -Firms smaller than 100 employees were not : : ;
X . amongst IT/telecoms, financial services,
-May / August 2008 deemed suitable targets for this research. : :
retail, transportation and other.
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Benchmark your IT Governance.
An Executive View of IT Governance — 2009, ITGI
Perception of IT Performance

IT significantly underperforms - 5
compared to expectations. °
IT somewhat underperforms _ 219
. 0
compared to expectations.

IT somewhat outperforms our expectations. _ 13%

IT significantly outperforms our expectations. . 2%

Do not know F 1%

0% 10% 20% 30% 40% 50% 60%

58%
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Benchmark your IT Governance.

An Executive View of IT Governance — 2009, ITGI
Perception of IT Governance Maturity

We do not think IT governance is
an issue for our enterprise.

We understand IT governance is an
issue but are just starting to
assess what needs to be done.

We are well aware that IT governance
is important and we have a
number of ad hoc measures in place.

We have well-defined IT governance
measures and processes in place.

We have well-functioning
IT governance processes and a
performance measuring system in place.

Our IT governance processes
are continuously optimised based
on performance measuring.

- 4%
(I)% 10% 20% 30% 40%
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Benchmark your IT Governance.

An Executive View of IT Governance — 2009, ITGI
Impact of IT Importance and IT Governance on Outcom e. Clustering.

50

40

30

20

Importance

10

N

A

@

(Bubble size represents outcome)

20

30

Governance

40 50

[ Strategist M Operator
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Benchmark your IT Governance.
An Executive View of IT Governance — 2009, ITGI

Profiles and Behaviours of Strategists and Operators

Strategist Operator
Who are they?
Size of company Size not a factor Size not a factor
Region More likely to be based in Europe More likely to be based in North America and Asia
What defines them?

Perception of IT governance maturity

More likely to have implemented IT governance

Tend to still be at the initial stage

Appearance of IT on board agenda

Twice as likely to have IT routinely on board agenda

Not as likely to have IT routinely on board agenda

Focus of board discussions on IT

Twice as likely to be concerned about risk

Not as likely to appreciate the risk involved with [T

Champions for IT governance

More likely to have board or C-suite championing
IT governance

Less likely to have board or C-suite championing
IT governance

Accountability for IT investments

More likely to have executive management
identifying investment opportunities and
selecting investments

Not as likely to have executive management
identifying investment opportunities and
selecting investments

Barriers to realising full value from IT
investments

Less likely to have difficulty in implementing
applications

More likely to have difficulty in implementing
applications

Inclusion of CI0 on executive team

Cl0 more likely to be on executive team

ClO is less likely to be on executive team

Awareness of IT governance frameworks
or standards

More likely to be aware of frameworks for
IT governance

Less likely to be aware of frameworks for
IT governance

Source of IT governance advice and solutions

More likely to look outside the enterprise for
IT governance advice and solutions

More inclined to be inward-looking for
IT governance solutions
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